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What you will find

in the guide?

(Internet & Social Network Usage Habits

The dopamine loop, variable rewards, the attention economy,
and digital minimalism.

-------------------------
.‘ ..

Information and Disinformation

Lateral reading, the psychology of viral content, Al deepfakes,
and active bystander intervention.

The power of the prosumer, digital empathy, copyright, and the
Transmedia storytelling canvas as a creator's checklist.

Module 4 (Data Protection and Online Safety

(The value of data, phishing, and artificial intelligence in scams)

along with a security comparison of iOS vs. Android.

m (Content Personalization and Algorithms

(Collaborative and content-based filtering, implicit data )

collection, echo chambers, and algorithmic bias.

Module 6 (Digital Footprint and Privacy Management )
(L
" Active vs. passive footprint, the illusion of privacy, digital
reputation, and the Green digital footprint.
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g Internet & Social Networl?
g Usage Habits)
. N

Introduction
_ Y,

Being online isn't just an

option anymore.

It's practically a

requirement. But here is the | Do you control
catch: understanding how ‘ your phone, or

does it control
social networks intentionally | you?
hack our brain chemistry is
now an absolute survival
skill. Most  apps are
engineered from the ground
up to grab your attention and
never let go. This module
Isn't going to preach to you
about deleting all vyour
accounts. Instead, it's about
upgrading your digital
awareness so you run the
technology, rather than
letting the tech run you.

E Navigation Key Learning
in the Guide 9

Objectives
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Key Learning Objectives

J

A =™
WHY

It is Iimportant

e Your attention is the

world's most valuable
currency - learn how to
stop spending it
mindlessly.

Your digital habits directly
correlate with your mental
health, sleep quality, and
productivity.

Algorithms create echo
chambers (filter bubbles)
that severely limit your
worldview.

Internet services are not
free; in reality, you pay for
them with your behavioral
data and time.

E Introduction

&ald
WHAT
You will learn

|dentify DARK PATTERNS
in app design and learn
how to bypass the
dopamine loop.

Create a personalized
digital hygiene routine
that works with your
lifestyle.

Learn how to RESET your
algorithm to discover
diverse and high-quality
content.

Master digital minimalism
strategies to declutter
your digital life.

Challenge ;




g Internet & Social Networl?
g Usage Habits)
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Challenge
_ Y,

Could you survive a full 24 hours without
checking your most-used app?

Your main challenge here is confronting
PHANTOM VIBRATION syndrome

that weird urge to check your phone even when it
didn't buzz.

It's time to reclaim your focus in a hyper-
distracted world.

E Key Learning Content of the ;
Objectives Module




g Internet & Social Networl?
% Usage Habits)
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Content of the Module
_ Y,

Dopamine & Design
Dark Patterns

App design uses so-called dark
patterns. Infinite scroll and
unpredictable notifications
(variable rewards) artificially
stimulate dopamine production
in the brain, building an
addiction and forcing you to
constantly check the app.

© QY

Call for action a




g Internet & Social Networl?
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Content of the Module
_ Y,

The Attention

Economy
Internet services are NOT FREE.

You pay for them with something
more valuable
your attention and behavioral
data.

The longer a platform keeps you
on the screen, the more it knows
about you and the more money it
makes from you.

O QV N

Call for action a
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Content of the Module
_ Y,

Mental Health & The
Comparison Trap

Consuming carefully curated and
often unrealistic highlights of
others leads to constant social
comparison. This demonstrably
increases feelings of anxiety and
FOMO (fear of missing out),
making your everyday life seem
less interesting.

O QV N

Call for action a
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Content of the Module
_ Y,

Digital Minimalism

True control over your phone
means
conscious limitation.

By establishing  phone-free
zones, disabling unnecessary
notifications, and deleting apps
that only steal your time, you will
radically improve your focus and
sleep quality.

© QY

Call for action a




Internet & Social Network
Usage Habits

Call for Action

The Digital Clinic

In pairs, act as digital doctors for
each other. Open your screen-
time stats, identify your top 3
time-wasters, and immediately
apply these prescriptions:

e The Ghost Challenge: Move
your social media icons into a
hidden folder on the last menu
page to break subconscious
thumb muscle memory.

e The Grayscale Challenge:
Turn your phone screen to
black-and-white to instantly
kill its visual appeal.

No-Phone Zones: Declare at
least two physical spaces (e.g.,
bedroom, dining table) where
phones are strictly prohibited.

E Content of Additional
the Module 9

Resources

B\
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Internet & Social Network
Usage Habits

Call for Action

Human Algorithm

Grab some paper and sticky
notes with a friend.

Build a physical paper
prototype of a social media
feed, planting dopamine
traps (like sticky notes for
ikes or hidden flaps with
ponus content).

Let your partner scroll the
oaper feed while the
moderator randomly blows a
whistle (simulating
notifications).

Feel how difficult it is to
focus when you are
constantly interrupted.

E Content of
the Module

Call for action ;



Internet & Social Network
Usage Habits

Call for Action

The Attention Bidding

e Tear a piece of paper into 24
nieces (representing 24
nours of your day).

Remove the pieces you need
for sleep, school, or work.
Now, check your phone’s
screen time statistics and
hand over the corresponding
number of pieces.

Look at what's left. Do you
realistically have enough
time for food, family, friends,
hobbies, and sports?

24-Hour Reality Check

E Content of Additional
the Module 9

Resources

B\



Internet & Social Network
Usage Habits

Additional Resources

Center for Humane Technology

A great hub loaded with tools, insights, fokkwlo
and resources to help you build a glc %
healthier, more intentional relationship
with your screens.

~>> The Social Dilemma
Former Silicon Valley insiders reveal the Folio
creepy behind-the-scenes of how tech
platforms intentionally hack human
psychology to keep us hooked.

)
(@)

Wait But Why: The Al Revolution
A deep, mind-blowing, and easy-to-read [oFeei0

guide on how Al and algorithms are & c-}f:
rapidly changing our future. B s
E-Bezpedi

A certified project focused on prevention, = e
education, research, intervention, and RE{CY5

awareness-raising related to online risky KOg=g:
behaviour and associated phenomena.

m E Call for action MODULE 2 E


https://www.e-bezpeci.cz/index.php/rizikove-jevy-spojene-s-online-komunikaci/online-zavislosti
https://www.humanetech.com/
https://www.thesocialdilemma.com/
https://waitbutwhy.com/2015/01/artificial-intelligence-revolution-1.html
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Information is power, but
disinformation acts as a
weapon.

Artificial intelligence and
deepfakes can create 100%
credible but fake content In
seconds but your ability to
tell truth from fiction is your
strongest defense.

It is purposefully desighed to
instantly attack your
strongest emotions - fear,
anger, or a sense of injustice.

If you don't verify
Information, you are not just
a reader
you are an easy target.

lllllllllllllllllllllllllllllllll
d -
* *

0. ‘0
--------------------------------

Information and Disinformation

Introduction

a

Can you detect a
lie that is
perfectly tailored
to your emotions?



---------------------------------
* *e

Q. ‘O
--------------------------------

Information and Disinformation

Key Learning Objectives

15

O
A WHY

It is important

Falling for a fake story isn't
just embarrassing - it can lead
to poor financial or life
decisions.

Al and deepfakes are
becoming indistinguishable
from reality, making visual
proof unreliable.

Propaganda and
disinformation use your own
emotions to bypass your
critical thinking.

The majority of young people
only passively ignore
disinformation, which helps its
further spread.

Disinformers rarely lie from A
to Z, but cleverly manipulate
real data and take things out of
context.

-
WHAT
You will learn

Master the 60-second
verification method to check
any news story or social
media post instantly.

|dentify the technical and
contextual red flags that
reveal Al-generated
manipulation.

Learn the art of the
professional way to verify
sources by looking outside
the original site.

Use the techniques for
constructive confrontation
and warning other users.
Understand the anatomy of a
lie and distinguish between
disinformation,
misinformation, and satire.




---------------------------------
.
* *e

0. ‘$
--------------------------------

Information and Disinformation

Challenge
T~
- /‘ﬁ FIGHT YOUR

Y
() J[s  CONFIRMATION

O— —0
5\/// BIAS!

Can you critically challenge a shocking piece of
news that fits your narrative just because the
source isn't credible?

\

We are biologically hardwired to believe things
that confirm our existing opinions, even if they are
lies. Real media literacy requires the courage to
admit that even you can be deceived.

Your biggest challenge will be fighting your own
confirmation bias.

16
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---------------------------------
* *e

0. ‘$
--------------------------------

Information and Disinformation

Content of the Module

Anatomy of a Lie

There is a big difference
between an innocent mistake
(misinformation) and a targeted
lie (disinformation).

Moreover, manipulators rarely lie
completely ¥

they clever take a real photo or
qguote out of true context and
attach it to a false story.

O Qv
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O Qv

---------------------------------
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0. ‘$
--------------------------------

Information and Disinformation

Content of the Module

®
. @ (3 eH)

Psychology of Viral
Content

Shocking headlines are designed
to make you

ANGRY or SCARED.

A strong emotion literally turns
off the critical thinking center in
the brain before you even
manage to share the
information.

N
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0. ‘$
--------------------------------

Information and Disinformation

Content of the Module

oL

Lateral Reading in
Practice

DO NOT verify the credibility of a
news by reading a suspicious
website vertically.

DO IT [aterally by opening new
tabs in the browser and finding
out what other independent and
credible media say about the
author, website, or topic.

O Qv
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0. ‘$
--------------------------------

Information and Disinformation

Content of the Module

. (@) (@) (@

Al and Deepfakes

Videos and photos are no longer
bulletproof evidence.

Al can clone anyone's voice and
face.

Instead of trusting your eyes,
learn to look for technical errors
(glitches) and use reverse image
search tools.

O Qv
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.
* *e

0. ‘$
--------------------------------

Information and Disinformation

Call for Action

The Fake News Factory

J To understand manipulation, try
becoming a disinformation
creator!

e Take a boring, 100% true
local news story (e.g., "City
Council Announces Routine
Water Pipe Maintenance").
Pick an emotion card (FEAR,

ANGER, SHOCK) and rewrite
that boring story into a viral,
manipulative clickbait hoax
desighed to trigger that
specific feeling.

Note: this is only excersice to
understand how disinformation is
created. Do not publish your work
anywhere!

21
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0. ‘$
--------------------------------

Information and Disinformation

Call for Action

The Headline Roulette

e Next time a headline makes
you extremely ANGRY or
EXCITED while scrolling, stop
and take a breath.

Treat your emotion as a
warning light.

Ask vyourself: "Who exactly
wants me to feel this angry

right now? And what do they
gain from it?"

Group version: Label four
corners of a room with
emotions and run to the
corner that matches your
reaction to headlines read
aloud.

22
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0. ‘$
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Information and Disinformation

Call for Action

Reverse Detective

e Take a highly suspicious post

or shocking viral photo from
social media.
Open Google Lens or TinEye,
upload the image, and trace
its real origin to see if it’s
years old or taken out of
context.

Always verify controversial
claims across three
independent and respected
sources before deciding
whether to trust them.

23
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---------------------------------
.
* *e

0. ‘$
--------------------------------

Information and Disinformation

Call for Action

The Call-Out Script

When you see a friend or
family member post fake news
in your feed,

DON’T JUST IGNORE IT.

Send them a polite direct
message or leave a respectful
comment.

~Hey, this photo is actually
5 years old and from a
completely different
country. Here is the link to
verify it via Google Lens.
Just wanted to let you know
so you can take it down!”
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-----------------------------------
* *

0. “
--------------------------------

Information and Disinformation

Additional Resources

Scan or click to explore more!

Beyond Fake News
The best of BBC reporting, education and gusiue

-------
---------
[ C

training to help you understand the @

challenges posed by misinformation and ®%
fake news.

SIFT Method by Mike Caulfield

A super simple 4-step process (Stop, @:z=@
Investigate, Find better coverage, Trace)
to verify absolutely anything online in ®@k
seconds.

FactCheck.org

A non-partisan consumer advocate site
that constantly monitors and calls out the
factual accuracy of major players.

Manipulatori.cz

A leading Czech ©project focused
specifically on uncovering internet hoaxes
and breaking down how media
manipulation works.



https://www.bbc.co.uk/beyondfakenews/
https://hapgood.us/2019/06/19/sift-the-four-moves/
https://www.factcheck.org/
https://manipulatori.cz/

g Responsible ContenP
_ Consumption and Productiorb
~ N

Introduction
N\ Y,

Whether you upload a video,
write a comment, or share a
story, your voice has huge
power. The way you behave
online not only influences
the people around you but
shapes your personal brand
and future reputation.

Consider ethics when
creating content.

Young ©people commonly
ignore copyright, publish
people without consent, and
disregard the emotions their
content provokes.
Learn the concept of digital
empathy v
create responsibly §
build respect and trust.

E Module’s
overview

Does your digital

voice leave a trail
that brings people
together, or tears

them apart?

Key Learning a

Objectives
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g Responsible ContenP
% Consumption and Productionj
~ N

Key Learning Objectives

J

A ™
WHY

It is important

Every post you create can
leave a permanent mark on
someone else’s life.

Even behind a screen, your
digital actions have very real
emotional consequences.
Stealing someone else's
work IS wrong and
amateurish, whether it's
music or photos.

Chasing likes and comparing
yourself to others' success
destroys your self-esteem.
Being a responsible creator
builds a reputation and
personal brand that actually
lasts.

E Introduction

-
WHAT
You will learn

Understand your power and
ethical responsibility as an
active creator (prosumer).
Practice digital empathy
and the art of
communicating with
respect for others.

Master the basics of
copyright (Creative
Commons) and learn to
create ethically.

Detach your personal value
from online metrics and
maintain ) healthy
perspective.

Build a positive digital
identity based on trust,
credibility, and authenticity.

Challenge ;




g Responsible ContenP
% Consumption and Productiorb
~ N

Challenge
N\ Y,

THE ETHICAL
ﬁ CREATOR
CHALLENGE

Can you express your opinion on a controversial
topic WITHOUT using clickbait and
emotionally manipulating the audience,
while RESPECTING the opinions of others?

The goal is to get into the habit of reflecting on
your motivations before you hit the
PUBLISH button.

Your challenge is to create content that is visually
engaging and interesting, but at the same time
ethically entirely clean.

E Key Learning Content of the a
Objectives Module




g Responsible ContenP
% Consumption and Productiorb
~ N

Content of the Module
N\ Y,

The Power of the
Prosumer

You are not just a passive viewer,
you are a creator too-prosumer.
Even an account with a few
dozen followers has the power to
spread awareness and shape the
feelings and opinions of people in
your Vvicinity.
Underestimating your own
influence is a mistake.

O Qv

Call for action a




g Responsible ContenP
% Consumption and Productiorb
~ N

Content of the Module
N\ Y,

Digital Empathy

A responsible creator
automatically considers how
others will feel when they see
their post. This means not
sharing embarrassing moments
of others, not humiliating, not
spreading hate, and realizing
the psychological impact of your
words.

O Qv

Call for action a




g Responsible ContenP
% Consumption and Productiorb
~ N

Content of the Module
N\ Y,

Copyright & Creative
Commons

Just because you find a photo or
song on Google doesn't mean
you can use it for free.

An ethical creator credits the
authors and uses free licenses
(e.g., Creative Commons) to avoid
intellectual property theft.

Call for action a




g Responsible ContenP
% Consumption and Productiorb
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Content of the Module
N\ Y,

. ®®

Privacy & Consent

NEVER POST
photos, videos, or messages of
other people without their
explicit consent.

What seems like a joke to you can
permanently destroy another
person's reputation or shatter

their sense of security.

O Qv

Call for action a




g Responsible ContenP
% Consumption and Productiorb
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Content of the Module
N\ Y,

O

The Transmedia
Storytelling Canvas

Before publishing, always use
this creator’s blueprint:

1. Core story
What is your message?

2. Theme
Sustainability, inclusion, digital
skills?

3. Platforms
Instagram, TikTok, YouTube, ...?

O Qv

Call for action a




g Responsible ContenP
% Consumption and Productiorb
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Content of the Module
N\ Y,

O

The Transmedia
Storytelling Canvas

4. Audience
Who should care and why?

5. Ethics
Do you have consent and rights?

6. Engagement
What are your captions, hashtags,
and Call-to-action?

7. Sharing logic
Where, when, and how?

Call for action a




Responsible Content
Consumption and Production

Call for Action

Content Reflection

Open your profile and look at
your 5 very last posts and
stories.

Ask yourself openly

e Are they respectful?

e Do these posts reflect the
kind of person | really want
to be?

e Could any of them
negatively affect someone
else?

E Content of Additional
the Module 9

Resources

B



Responsible Content
Consumption and Production

Call for Action

The Ethical Filter

Before every future
publication, learn to pause for
10 seconds and apply this
preventive checks:

Did | create this or do | have
permission/copyright?

Is the person in the photo
happy that I'm sharing it?

Could this harm or embarrass
someone?

E Content of Additional ;
the Module Resources

B
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Responsible Content
Consumption and Production

Call for Action

Create With Purpose

Design and publish one post
with real value.

Teach people something
new, highlight a problem in
your community, or raise
awareness.

Focus on positive impact.

Forget about collecting
cheap likes.

Before you post, write down
and check all 7 steps of your
Transmedia Storytelling
Canvas.

E Content of
the Module

Additional
Resources

%



Responsible Content
Consumption and Production

Additional Resources

Creative Commons
Where and how to legally find and Qaoliglo
download free images, graphics, and [RE{C

music for your videos and digital content

without stealing someone else's work.

EU Code Week

Great resources, interactive tutorials, and oo

activities on responsible digital creation, EECEH
@) Y

programming, and innovation for youth.

Centro Internet Segura (PT)
Practical tools, Portuguese tips, and FoPE=1c
awareness campaigns on safe, polite, and {cy
responsible online behavior. )1

Comissao Nacional de Protecao de Dados

(CNPD)
The official Portuguese authority on data JoEssio
protection - discover your GDPR privacy f?i,"_c
rights and how your personal data is BokEkE
handled.

m E Call for action MODULE 4 E


https://creativecommons.org/
https://codeweek.eu/
https://www.internetsegura.pt/
https://www.cnpd.pt/

: Data Protection and Onlin;
S Safet)b
- N

Introduction
_ Y,

Every click, scroll, and

digital interaction we make

today is part of a silent,

massive extraction of value. Does your digital
In our modern information ‘ o e e

society, personal O ividos tham? -
information has become the

engine of global wealth.

Technology simplifies our

lives, but if you don't set

boundaries in time and know

what to look out for, your

phone can easily turn

against you and surrender

your data.

Learn how to safely and
smartly defend against the
traps and thieves hunting in

digital waters.

E Module’s Key Learning
overview 9

Objectives
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g Data Protection and Onlin;
S Safet)b
e N

Key Learning Objectives

J

A ™
WHY

It is important

e Browsing without a plan
and protection makes
you an easy target for
tracking and data theft.
Online scams evolve
daily, and thanks to Al,
they are harder to spot
at first glance.

Your data is your most
valuable asset, do not
throw it away for free.
Every online decision
can either strengthen or
weaken your digital
security.

E Introduction

-
WHAT
You will learn

e Choose the right tools

and configure  your
devices to remain
invisible to tracking
systems.
Know the techniques of
cybercriminals and spot
red flags in phishing and
deepfakes.

e Take full control over

what data you share and
set healthy boundaries
with your tech.
Learn how to assess
digital risks and verify
whether websites, apps,
emails are trustworthy.

Challenge a




: Data Protection and Onlin;
S Safet)b
- N

Challenge
_ Y,

CONDUCTA
RUTHLESS
PRIVACY AUDIT!

Can you face the truth and track down how many
of your favorite apps are currently

o listening to you through your microphone,
o tracking your location,
e and viewing your contacts

without actually needing to do so to function?

Your challenge is to conduct a ruthless personal
privacy audit.

E Key Learning Content of the ;
Objectives Module




: Data Protection and Onlin;
S Safet)b
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Content of the Module
_ Y,

The Gold of the 21st
Century

Your data as location, interests,
contacts are a gigantic business.

Legal corporations mine data to
target you with ads,
while cybercriminals misuse it
to steal your identity or empty
your bank account.

Call for action ;




: Data Protection and Onlin;
S Safet)b
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Content of the Module
_ Y,

Phishing & Modern
Threats

Attackers prefer to hack the
human mind rather than
complex systems.

Emails and SMS messages from
a fake bank or post office create
a false sense of urgency to force
you, under stress, to click on a
fraudulent link and hand over
your credentials.

O Qv N

Call for action ;




: Data Protection and Onlin;
S Safet)b
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Content of the Module
_ Y,

Al in Scams &
Deepfakes

Scams today look absolutely
real.

Using Al, criminals create
deepfakes - fake videos of
famous influencers who, with
cloned voices and faces, lure
people into miraculous
investments that turn out to be a
trap.

O Qv N

Call for action ;




: Data Protection and Onlin;
S Safet)b
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Content of the Module
_ Y,

OS Security

Device security varies.

While a closed ecosystem (iOS)
strictly monitors and blocks
third-party installations, Android
IS more open -downloading a file
outside the official store on
Android is a direct invitation for
VIFuses.

Call for action ;




: Data Protection and Onlin;
S Safet)b
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Content of the Module
_ Y,

Minimizing App
Permissions
Why does a simple game need
access to your microphone and
photos?

It doesn't, it just mines data.

Your first line of defense is to
immediately revoke unnecessary
permissions in your phone's
settings.

O Qv N

Call for action ;




Data Protection and Online
Safety

Call for Action

Fraud Detectives

Analyze these real-world
simulated cases and identify
the

Case A

An urgent email from support-
bank-security@gmail.com
stating your account is blocked
in 24 hours.

Case B

A celebrity video with a slightly
unnatural or artificial voice
promoting guaranteed crypto
profits.

CaseC

Connecting to  unsecured
Free_Cafe_WiFi_Official to
log into your bank account or
emails.

E Content of Additional
the Module 9

Resources

B



Data Protection and Online
Safety

Call for Action

The essential shield for
your identity

Analyze scenarios of
oversharing and secure
yourself:

e Avoid buying from fake

online stores offering 80%
sneaker discounts without
customer reviews.
Stop Password Reuse:
Never wuse the same
password for your main
email and gaming/social
accounts.

e Activate 2FA: Immediately
turn on two-factor
authentication on
Instagram, Google, and
Discord.

E Content of Additional
the Module 9

Resources

A



Data Protection and Online
Safety

Call for Action

Digital Balance Audit

Open
e Digital Wellbeing /
e Screen Time

on your phone.

Check your daily usage hours
and your top 3 apps.

Go directly to privacy settings
and turn off microphone,
camera, and GPS access for
any app that doesn't
absolutely need it to function.

E Content of Additional
the Module 9

Resources

o)



Data Protection and Online
Safety

Additional Resources

> |dentity Theft Case Study
A content creator's real-life testimonial goF=zlo
about having their savings stolen, with a [& Ch
cybersecurity expert explaining how Al
scams are carried out.

NN

~>> Online Scams & Forgeries
A video displaying common online scams [olario
across different countries and giving FACE"

crucial tips to avoid falling victim to them. IS
Kaspersky Blog

A cybersecurity blog publishing daily ORHHO
articles on different aspects of data F=HCk:
protection, online safety, and fraud. S
Sale Systems Blog

Articles and guides on responsible fo ®
internet choices, current terminology, and [E=XcEs
network security. O

m E Call for action MODULE 5 E


https://youtu.be/cM8THthxFks?si=FARydHknYSDcYbx9
https://youtu.be/LA6r6Z4l6-g?si=sLyw5oqv6C_9cKpm
https://www.kaspersky.es/blog/
https://salesystems.es/blog/

g Content Personalization ano?
S Algorithmsj
. N
Introduction
_ Y,

Every time you unlock your
phone, an invisible editor
an algorithm
reshapes your digital world | Do you see the real

in real-time. ‘Cterwng’g%f st what
Whether it's TikTok, Spotify, | hgggi‘ﬁ/gea::gfg:i;gﬁ
or online shopping, D

matchmaking robots analyze

your habits with one goal:

to hook your attention.

While hyper-personalization
IS convenient, it slowly

traps you in filter bubbles
of repeating opinions.

It's time to look under the
hood and reclaim control
over your feed!

s Module’s Key Learning ;
overview Objectives
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Key Learning Objectives

g Content Personalization ano?
L Algorithmsj
r N

J

A ™
WHY

It is Iimportant

e Algorithms secretly
decide what you see, buy,
and what you think about
every day.

Tailored content saves you
time, but it traps you in a
bubble where you lose
critical thinking.

Online behaviour shapes
the recommendations you
receive and the
Information you trust.
Understanding
algorithmic risks helps you
make more informed and
independent decisions
online.

s Introduction

—
WHAT
You will learn

Understand the business
purpose of recommender
systems and the
mechanisms they use to
hook you.

Recognize how social
media categorize you and
how to break out of those
boxes.

Learn how your behaviour
influence algorithms and
how to build healthier
digital habits.

Recognize filter bubbles,
algorithmic  bias, and
misinformation, and apply
practical strategies to
take control.

Challenge ;




g Content Personalization ano?
L Algorithmsj
. N

Challenge
_ Y,

CHALLENGE
YOUR FREE
WILL!

You must learn to distinguish useful
recommendations from strictly manipulative
design, bringing critical thinking back into the
driver's seat.

Your challenge is to understand that although you
feel you have free will online, invisible systems
have long been guiding your choices.

E Key Learning Content of the ;
Objectives Module
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Two Filtering Methods

How do networks serve you
content?

e Collaborative filtering
recommends items based on
user similarities.

e Content-based filtering
recommends items by
matching item features with
your past clicks.

© QY

Call for action a
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Invisible Data
Collection

The algorithm doesn't need you
to give a post i

»> explicit data.
It is much more interested in your
unconscious actions

»> implicit data.

how slowly you scroll through

photos, what you pause at, and

what videos you let play to the
end.

O QV N

Call for action a
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Filter Bubbles

By constantly sending you only

what you enjoy and agree with,

algorithms

separate you from the rest of the
world and differing opinions.

They lock you in a safe but
ignorant  bubble that only
reinforces your prejudices.

© QY

Call for action a
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Algorithmic Bias &
Fake News
Algorithms have no morality,
they only want engagement. They
have found that

extreme, shocking, or negative

news and hoaxes keep people
furious at the screen the longest,
which is why they actively push
them (so-called bias).

O QV N

Call for action ;
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Content Personalization and
Algorithms

Call for Action

My Algorithm Feed

Open ¢ @ » review 5 randomly
recommended videos.

ldentify patterns in your
behaviour that influenced the
algorithm and analyze
manipulative elements.

e Emotional Language
Words desighed to provoke
feelings instead of facts.

e Lack of Sources
Missing links, expert
quotes, or evidence.

e Clickbait Elements
Sensationalized headlines
pure designed to farm
attention.

s Content of
the Module

Additional
Resources

%
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Content Personalization and
Algorithms

Call for Action

Collaborative vs. Content-Based

o}

Filtering

Next time you are on Netflix or
Amazon, analyze your
recommendations.

Which recommendations are
based on

»>what similar users watched
collaborative,

»»the characteristics of the

items you clicked
content-based?

Think about which system
traps you in a bubble faster.

s Content of
the Module

Additional
Resources

%



Content Personalization and
Algorithms

Call for Action

Break Your Bubble

Start intentionally confusing
the algorithm!

Deliberately follow creators or
politicians with completely
opposite opinions to yours.

Go to your app settings and
clear your watch and search
history.

The algorithm will lose your
trail and start building your
profile from scratch.

E Content of Additional
the Module 9

Resources
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Algorithms

Additional Resources

S

- TED Talk: Eli Pariser - Beware online filter

T

bubbles

A great hub loaded with tools, insights, Fokimlo
and resources to help you build a @
healthier, more intentional relationship IS :
with your screens.

New America - Algorithmic
Recommendation Systems

Detailed breakdowns of how [Ig i@
recommendation systems on YouTube, - @

Netflix, and Amazon evaluate your data to G
customize information.

UOC Article on Personalization

A deeper Spanish article exploring the oS
psychological and technical mechanics of iihc'
algorithmic personalization and its impact ROk
on users.

m E Call for action MODULE 6 E


https://www.ted.com/talks/eli_pariser_beware_online_filter_bubbles
https://www.newamerica.org/insights/why-am-i-seeing-this/an-overview-of-algorithmic-recommendation-systems/
https://comein.uoc.edu/divulgacio/comein/es/numero34/articles/Article-Estefania-Aguilar.html

g Digital Footprint and Privacy\
S Management g
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Introduction
g Y,

Every click,
photo,

comment,
Do you know the

. story the internet is
or shared link ‘ telling your future
employers about
on the internet leaves an you?

indelible mark behind you.

This digital footprint creates
a detailed profile of vyou,
which your friends, teachers,
and one day your future
employers use to form an
impression of you.

Even the smallest online
decision today will stick
with you in the future.

E Module’s Key Learning
overview 9

Objectives
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Key Learning Objectives
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A ™
WHY

It is important

Every decision on the
network leaves a lifelong
trace that can shape or
destroy your career.
Privacy is not just & in an
app; it is about knowing
who is watching you.
Thinking you're perfectly
safe online is vyour
greatest risk.

The internet doesn't just
store data; it shapes your
global identity.

Knowing how to stop
before every single click
is your best lifelong
defense.

s Introduction

-
WHAT
You will learn

Master your digital € and
control your online story.
Learn how and why
platforms collect, use,
and monetize your
personal data.

See the gap between
your  perceived and
actual real safety on the
networks.

Learn how to actively
manage, shape, and
protect your digital
identity and reputation.
Build the habit of sharing
content more wisely and
safely.

Challenge ;
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Challenge
g Y,

You will have to look at what you do on the
network, reflect on your past, and come to terms
with the harsh reality — namely that what seems
to be your closed and absolute privacy is mostly

not under your control at all.

Your challenge is the materialization of your
otherwise invisible digital identity.

E Key Learning Content of the a
Objectives Module




g Digital Footprint and Privacy\
S Management g
~ N

Content of the Module
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Active vs. Passive
Footprint
Your footprint is not just the
photos and messages you

intentionally upload
>»»> active footprint.

A huge part are data that
platforms secretly collect about
you in the background (tracking

cookies, search history, location)
»> passive footprint.

N

Call for action a
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Content of the Module
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The lllusion of
Absolute Privacy

No account or chat is
100% private.

Networks are fundamentally
designed to prioritize visibility
over privacy. Even from a locked
profile, anyone can take a
screenshot and pass your secret
on forever.

O Qv N

Call for action a
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Content of the Module
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Building Your Digital
Reputation

The internet doesn't forget.

Your online behaviour is not just
built by your photos, but also by
whose comments you like, what
accounts you follow, and what you
are tagged in.

This public record is studied by
universities and employers.

O Qv N

Call for action a
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Content of the Module
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Digital Ecology

Hoarding thousands of failed
photos in the cloud or nonstop
video streaming
crushes the planet with its
carbon load.

By deleting old data, you

protect the ecology
while extending the battery life
and speed of your own device.

O Qv N

Call for action a
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.
I Call for Action

Think Before You Share

Think of an edgy photo or
angry comment you want to
post right now, and hold back.

Ask yourself
e WIill | find this okay in 5
years?

e Could a stranger take this
out of context and turn it
against me?

e Does it reveal personal info?

s Content of Additional
the Module 9

Resources

B
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Digital Footprint and Privacy
Management

Call for Action

Think Before You Share

Type your first and last name
into Google (put it in quotes,
e.g., "John Doe").

e What photo or article
appears first?

e Does it represent how you
want to be seen by a future
employer?

If it's an old embarrassment,
try to delete the account or
ask the web administrator to
take it down.

s Content of
the Module

Additional
Resources

%
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I Call for Action

Real Privacy Check

Stop trusting default settings!

Go directly into the settings
menu of Instagram and
TikTok.

Critically check
e Who can see my posts?
e Who is allowed to tag me?
e Who can reply to my
stories?

Pull the brake and limit these
permissions only to real-life
friends.

s Content of Additional
the Module 9

Resources

B\
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Digital Footprint and Privacy
Management

Call for Action

Green Footprint

Take action today to reduce
your carbon footprint and
boost your phone's speed!

Delete at least 1 GB of useless
emails, duplicate cloud photos,
or unused apps.

v
v
A\ 4

It instantly reduces server
energy consumption and
improves your device's battery
life.

s Content of
the Module

Additional
Resources

%



Digital Footprint and Privacy

Management

Additional Resources

Google Safety Center
Google’'s transparent guide on exactly [ok HE
what information they collect about you, EXCE?
where it goes, and how you can wipe it I
out.

> EU Better Internet for Kids OESERs0
A massive European hub loaded with [edc iy

educational resources, videos, and I
articles on digital identity and online
safety for youth.

SeguraNet (PT) ]
A Portuguese national platform full of [ H
practical guides, campaigns, and tips on s
managing your online privacy and
footprint.

x
8
1
» .
o X
J
(1 ) 1
oo, |
ot

Think Before You Share

Search on YouTube for “Think Before You

Share” to find short videos visually

explaining the long-term destruction that
ne hasty photo can cause.

O
m E Call for action


https://safety.google/
https://www.betterinternetforkids.eu/
https://www.seguranet.pt/

Coordinator

EduHive, z.s.-Czech Republic

Partners

NEOTALENWAY -Spain
Storytellme-Portugal

This work, Online Behaviour Guide, is licensed under the Creative
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	Internet & Social Network Usage Habits

	Introduction
	Being online isn't just an option anymore.
	It's practically a requirement. But here is the catch: understanding how social networks intentionally hack our brain chemistry is now an absolute survival skill. Most apps are engineered from the ground up to grab your attention and never let go. This module isn't going to preach to you about deleting all your accounts. Instead, it’s about upgrading your digital awareness so you run the technology, rather than letting the tech run you.
	Do you control your phone, or does it control you?
	Module 1
	Internet & Social Network Usage Habits


	Key Learning Objectives
	WHY
	It is important
	Your attention is the world's most valuable currency  - learn how to stop spending it mindlessly.
	Your digital habits directly correlate with your mental health, sleep quality, and productivity.
	Algorithms create echo chambers (filter bubbles) that severely limit your worldview.
	Internet services are not free; in reality, you pay for them with your behavioral data and time.


	WHAT
	You will learn
	Identify DARK PATTERNS in app design and learn how to bypass the dopamine loop.
	Create a personalized digital hygiene routine that works with your lifestyle.
	Learn how to RESET your algorithm to discover diverse and high-quality content.
	Master digital minimalism strategies to declutter your digital life.

	Module 1
	Internet & Social Network Usage Habits


	Challenge
	ARE YOU READY
	FOR
	A 24-HOUR
	DETOX?
	Could you survive a full 24 hours without checking your most-used app?
	Your main challenge here is confronting PHANTOM VIBRATION syndrome
	that weird urge to check your phone even when it didn't buzz.
	It’s time to reclaim your focus in a hyper-distracted world.


	Module 1
	Internet & Social Network Usage Habits

	Content of the Module
	Dopamine & Design Dark Patterns
	App design uses so-called dark patterns. Infinite scroll and unpredictable notifications (variable rewards) artificially stimulate dopamine production in the brain, building an addiction and forcing you to constantly check the app.

	Module 1
	Internet & Social Network Usage Habits

	Content of the Module
	The Attention Economy
	Internet services are NOT FREE.
	You pay for them with something more valuable
	your attention and behavioral data.
	The longer a platform keeps you on the screen, the more it knows about you and the more money it makes from you.


	Module 1
	Internet & Social Network Usage Habits

	Content of the Module
	Mental Health & The Comparison Trap
	Consuming carefully curated and often unrealistic highlights of others leads to constant social comparison. This demonstrably increases feelings of anxiety and FOMO (fear of missing out), making your everyday life seem less interesting.

	Module 1
	Internet & Social Network Usage Habits

	Content of the Module
	Digital Minimalism
	True control over your phone means
	conscious limitation.
	By establishing phone-free zones, disabling unnecessary notifications, and deleting apps that only steal your time, you will radically improve your focus and sleep quality.

	Module 1
	Internet & Social Network Usage Habits

	Call for Action
	The Digital Clinic
	In pairs, act as digital doctors for each other. Open your screen-time stats, identify your top 3 time-wasters, and immediately apply these prescriptions:
	The Ghost Challenge: Move your social media icons into a hidden folder on the last menu page to break subconscious thumb muscle memory.
	The Grayscale Challenge: Turn your phone screen to black-and-white to instantly kill its visual appeal.
	No-Phone Zones: Declare at least two physical spaces (e.g., bedroom, dining table) where phones are strictly prohibited.

	Module 1
	Internet & Social Network Usage Habits

	Call for Action
	Human Algorithm
	Grab some paper and sticky notes with a friend.
	Build a physical paper prototype of a social media feed, planting dopamine traps (like sticky notes for likes or hidden flaps with bonus content).
	Let your partner scroll the paper feed while the moderator randomly blows a whistle (simulating notifications).
	Feel how difficult it is to focus when you are constantly interrupted.

	Module 1
	Internet & Social Network Usage Habits

	Call for Action
	The Attention Bidding
	Tear a piece of paper into 24 pieces (representing 24 hours of your day).
	Remove the pieces you need for sleep, school, or work. Now, check your phone’s screen time statistics and hand over the corresponding number of pieces.
	Look at what's left. Do you realistically have enough time for food, family, friends, hobbies, and sports?

	24-Hour Reality Check
	Module 1
	Internet & Social Network Usage Habits

	Additional Resources
	Scan or click to explore more!
	Center for Humane Technology
	A great hub loaded with tools, insights, and resources to help you build a healthier, more intentional relationship with your screens.

	The Social Dilemma
	Former Silicon Valley insiders reveal the creepy behind-the-scenes of how tech platforms intentionally hack human psychology to keep us hooked.

	Wait But Why: The AI Revolution
	A deep, mind-blowing, and easy-to-read guide on how AI and algorithms are rapidly changing our future.

	E-Bezpečí
	A certified project focused on prevention, education, research, intervention, and awareness-raising related to online risky behaviour and associated phenomena.
	MODULE 2


	Module 2
	Information and Disinformation

	Introduction
	Information is power, but disinformation acts as a weapon.
	Artificial intelligence and deepfakes can create 100% credible but fake content in seconds but your ability to tell truth from fiction is your strongest defense.
	Fake news spreads up to six times faster than the truth. Why?
	It is purposefully designed to instantly attack your strongest emotions - fear, anger, or a sense of injustice.

	If you don't verify information, you are not just a reader
	you are an easy target.
	Can you detect a lie that is perfectly tailored to your emotions?
	Module 2
	Information and Disinformation


	Key Learning Objectives
	WHY
	It is important
	Falling for a fake story isn't just embarrassing - it can lead to poor financial or life decisions.
	AI and deepfakes are becoming indistinguishable from reality, making visual proof unreliable.
	Propaganda and disinformation use your own emotions to bypass your critical thinking.
	The majority of young people only passively ignore disinformation, which helps its further spread.
	Disinformers rarely lie from A to Z, but cleverly manipulate real data and take things out of context.


	WHAT
	You will learn
	Master the 60-second verification method to check any news story or social media post instantly.
	Identify the technical and contextual red flags that reveal AI-generated manipulation.
	Learn the art of the professional way to verify sources by looking outside the original site.
	Use the  techniques for constructive confrontation and warning other users.
	Understand the anatomy of a lie and distinguish between disinformation, misinformation, and satire.

	Module 2
	Information and Disinformation


	Challenge
	FIGHT YOUR CONFIRMATION BIAS!
	Can you critically challenge a shocking piece of news that fits your narrative just because the source isn't credible?
	We are biologically hardwired to believe things that confirm our existing opinions, even if they are lies. Real media literacy requires the courage to admit that even you can be deceived.

	Your biggest challenge will be fighting your own confirmation bias.

	Module 2
	Information and Disinformation

	Content of the Module
	Anatomy of a Lie
	There is a big difference between an innocent mistake (misinformation) and a targeted lie (disinformation).
	Moreover, manipulators rarely lie completely
	they clever take a real photo or quote out of true context and attach it to a false story.

	Module 2
	Information and Disinformation

	Content of the Module
	Psychology of Viral Content
	Shocking headlines are designed to make you
	ANGRY or SCARED.
	A strong emotion literally turns off the critical thinking center in the brain before you even manage to share the information.


	Module 2
	Information and Disinformation

	Content of the Module
	Lateral Reading in Practice
	DO NOT verify the credibility of a news by reading a suspicious website vertically.
	DO IT laterally by opening new tabs in the browser and finding out what other independent and credible media say about the author, website, or topic.

	Module 2
	Information and Disinformation

	Content of the Module
	AI and Deepfakes
	Videos and photos are no longer bulletproof evidence.
	AI can clone anyone's voice and face.
	Instead of trusting your eyes, learn to look for technical errors (glitches) and use reverse image search tools.


	Module 2
	Information and Disinformation

	Call for Action
	The Fake News Factory
	To understand manipulation, try becoming a disinformation creator!
	Take a boring, 100% true local news story (e.g., "City Council Announces Routine Water Pipe Maintenance").
	Pick an emotion card (FEAR, ANGER, SHOCK) and rewrite that boring story into a viral, manipulative clickbait hoax designed to trigger that specific feeling.
	Note: this is only excersice to understand how disinformation is created. Do not publish your work anywhere!


	Module 2
	Information and Disinformation

	Call for Action
	The Headline Roulette
	Next time a headline makes you extremely ANGRY or EXCITED while scrolling, stop and take a breath.
	Treat your emotion as a warning light.
	Ask yourself: "Who exactly wants me to feel this angry right now? And what do they gain from it?"
	Group version: Label four corners of a room with emotions and run to the corner that matches your reaction to headlines read aloud.

	Module 2
	Information and Disinformation

	Call for Action
	Reverse Detective
	Take a highly suspicious post or shocking viral photo from social media.
	Open Google Lens or TinEye, upload the image, and trace its real origin to see if it’s years old or taken out of context.
	Always verify controversial claims across three independent and respected sources before deciding whether to trust them.

	Module 2
	Information and Disinformation

	Call for Action
	The Call-Out Script
	When you see a friend or family member post fake news in your feed,
	Send them a polite direct message or leave a respectful comment.
	„Hey, this photo is actually 5 years old and from a completely different country. Here is the link to verify it via Google Lens. Just wanted to let you know so you can take it down!“
	Content of the Module
	Additional Resources



	Beyond Fake News
	Module 3
	Responsible Content Consumption and Production

	Introduction
	Whether you upload a video, write a comment, or share a story, your voice has huge power. The way you behave online not only influences the people around you but shapes your personal brand and future reputation.
	Consider ethics when creating content.
	Young people commonly ignore copyright, publish people without consent, and disregard the emotions their content provokes.
	Learn the  concept of digital empathy

	create responsibly
	build respect and trust.
	Does your digital voice leave a trail that brings people together, or tears them apart?
	Module 3
	Responsible Content Consumption and Production


	Key Learning Objectives
	WHY
	It is important
	Every post you create can leave a permanent mark on someone else’s life.
	Even behind a screen, your digital actions have very real emotional consequences.
	Stealing someone else's work is wrong and amateurish, whether it's music or photos.
	Chasing likes and comparing yourself to others' success destroys your self-esteem.
	Being a responsible creator builds a reputation and personal brand that actually lasts.


	WHAT
	You will learn
	Understand your power and ethical responsibility as an active creator (prosumer).
	Practice digital empathy and the art of communicating with respect for others.
	Master the basics of copyright (Creative Commons) and learn to create ethically.
	Detach your personal value from online metrics and maintain a healthy perspective.
	Build a positive digital identity based on trust, credibility, and authenticity.

	Module 3
	Responsible Content Consumption and Production


	Challenge
	THE ETHICAL CREATOR CHALLENGE
	Can you express your opinion on a controversial topic WITHOUT using clickbait and
	emotionally manipulating the audience,
	while RESPECTING the opinions of others?
	The goal is to get into the habit of reflecting on your motivations before you hit the
	PUBLISH button.
	Your challenge is to create content that is visually engaging and interesting, but at the same time ethically entirely clean.


	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	The Power of the Prosumer
	You are not just a passive viewer, you are a creator too - prosumer.
	Even an account with a few dozen followers has the power to spread awareness and shape the feelings and opinions of people in your vicinity.
	Underestimating your own influence is a mistake.

	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	Digital Empathy
	A responsible creator
	automatically considers how others will feel when they see their post. This means not sharing embarrassing moments of others, not humiliating, not spreading hate, and realizing the psychological impact of your words.


	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	Copyright & Creative Commons
	Just because you find a photo or song on Google doesn't mean you can use it for free.
	An ethical creator credits the authors and uses free licenses (e.g., Creative Commons) to avoid intellectual property theft.

	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	Privacy & Consent
	NEVER POST
	photos, videos, or messages of other people without their explicit consent.
	What seems like a joke to you can permanently destroy another person's reputation or shatter their sense of security.


	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	The Transmedia Storytelling Canvas
	Before publishing, always use this creator’s blueprint:
	1. Core story
	What is your message?

	2. Theme
	Sustainability, inclusion, digital skills?

	3. Platforms
	Instagram, TikTok, YouTube, ...?



	Module 3
	Responsible Content Consumption and Production

	Content of the Module
	The Transmedia Storytelling Canvas
	4. Audience
	Who should care and why?

	5. Ethics
	Do you have consent and rights?

	6. Engagement
	What are your captions, hashtags, and Call-to-action?

	7. Sharing logic
	Where, when, and how?


	Module 3
	Responsible Content Consumption and Production

	Call for Action
	Content Reflection
	Open your profile and look at your 5 very last posts and stories.
	Ask yourself openly
	Are they respectful?
	Do these posts reflect the kind of person I really want to be?
	Could any of them negatively affect someone else?


	Module 3
	Responsible Content Consumption and Production

	Call for Action
	The Ethical Filter
	Before every future publication, learn to pause for 10 seconds and apply this preventive checks:
	Did I create this or do I have permission/copyright?
	Is the person in the photo happy that I'm sharing it?
	Could this harm or embarrass someone?

	Module 3
	Responsible Content Consumption and Production

	Call for Action
	Create With Purpose
	Design and publish one post with real value.
	Teach people something new, highlight a problem in your community, or raise awareness.
	Focus on positive impact.
	Forget about collecting cheap likes.
	Before you post, write down and check all 7 steps of your Transmedia Storytelling Canvas.

	Module 3
	Responsible Content Consumption and Production

	Additional Resources
	Scan or click to explore more!
	Creative Commons
	Where and how to legally find and download free images, graphics, and music for your videos and digital content without stealing someone else's work.

	EU Code Week
	Great resources, interactive tutorials, and activities on responsible digital creation, programming, and innovation for youth.

	Centro Internet Segura (PT)
	Practical tools, Portuguese tips, and awareness campaigns on safe, polite, and responsible online behavior.
	Comissão Nacional de Proteção de Dados (CNPD)

	The official Portuguese authority on data protection – discover your GDPR privacy rights and how your personal data is handled.
	MODULE 4


	Module 4
	Data Protection and Online Safety

	Introduction
	Every click, scroll, and digital interaction we make today is part of a silent, massive extraction of value. In our modern information society, personal information has become the engine of global wealth. Technology simplifies our lives, but if you don't set boundaries in time and know what to look out for, your phone can easily turn against you and surrender your data.
	Learn how to safely and smartly defend against the traps and thieves hunting in digital waters.
	Does your digital voice leave a footprint that connects people, or divides them?
	Module 4
	Data Protection and Online Safety


	Key Learning Objectives
	WHY
	It is important
	Browsing without a plan and protection makes you an easy target for tracking and data theft.
	Online scams evolve daily, and thanks to AI, they are harder to spot at first glance.
	Your data is your most valuable asset, do not throw it away for free.
	Every online decision can either strengthen or weaken your digital security.


	WHAT
	You will learn
	Choose the right tools and configure your devices to remain invisible to tracking systems.
	Know the techniques of cybercriminals and spot red flags in phishing and deepfakes.
	Take full control over what data you share and set healthy boundaries with your tech.
	Learn how to assess digital risks and verify whether websites, apps, emails are trustworthy.

	Module 4
	Data Protection and Online Safety


	Challenge
	CONDUCT A RUTHLESS PRIVACY AUDIT!
	Can you face the truth and track down how many of your favorite apps are currently
	listening to you through your microphone,
	tracking your location,
	and viewing your contacts

	without actually needing to do so to function?
	Your challenge is to conduct a ruthless personal privacy audit.


	Module 4
	Data Protection and Online Safety

	Content of the Module
	The Gold of the 21st Century
	Your data as location, interests, contacts are a gigantic business.
	Legal corporations mine data to target you with ads,
	while cybercriminals misuse it
	to steal your identity or empty your bank account.

	Module 4
	Data Protection and Online Safety

	Content of the Module
	Phishing & Modern Threats
	Attackers prefer to hack the human mind rather than complex systems.
	Emails and SMS messages from a fake bank or post office create a false sense of urgency to force you, under stress, to click on a fraudulent link and hand over your credentials.

	Module 4
	Data Protection and Online Safety

	Content of the Module
	AI in Scams & Deepfakes
	Scams today look absolutely real.
	Using AI, criminals create deepfakes - fake videos of famous influencers who, with cloned voices and faces, lure people into miraculous investments that turn out to be a trap.

	Module 4
	Data Protection and Online Safety

	Content of the Module
	OS Security
	Device security varies.
	While a closed ecosystem (iOS) strictly monitors and blocks third-party installations, Android is more open - downloading a file outside the official store on Android is a direct invitation for viruses.


	Module 4
	Data Protection and Online Safety

	Content of the Module
	Minimizing App Permissions
	Why does a simple game need access to your microphone and photos?
	It doesn't, it just mines data.
	Your first line of defense is to immediately revoke unnecessary permissions in your phone's settings.


	Module 4
	Data Protection and Online Safety

	Call for Action
	Fraud Detectives
	Analyze these real-world simulated cases and identify the RED FLAGS:
	Case A
	An urgent email from support-bank-security@gmail.com stating your account is blocked in 24 hours.

	Case B
	A celebrity video with a slightly unnatural or artificial voice promoting guaranteed crypto profits.

	Case C
	Connecting to unsecured Free_Cafe_WiFi_Official  to log into your bank account or emails.


	Module 4
	Data Protection and Online Safety

	Call for Action
	The essential shield for your identity
	Analyze scenarios of oversharing and secure yourself:
	Avoid buying from fake online stores offering 80% sneaker discounts without customer reviews.
	Stop Password Reuse: Never use the same password for your main email and gaming/social accounts.
	Activate 2FA: Immediately turn on two-factor authentication on Instagram, Google, and Discord.

	Module 4
	Data Protection and Online Safety

	Call for Action
	Digital Balance Audit
	Open
	Digital Wellbeing /
	Screen Time
	on your phone.
	Check your daily usage hours and your top 3 apps.
	Go directly to privacy settings and turn off microphone, camera, and GPS access for any app that doesn't absolutely need it to function.

	Module 4
	Data Protection and Online Safety

	Additional Resources
	Scan or click to explore more!
	Identity Theft Case Study
	A content creator's real-life testimonial about having their savings stolen, with a cybersecurity expert explaining how AI scams are carried out.

	Online Scams & Forgeries
	A video displaying common online scams across different countries and giving crucial tips to avoid falling victim to them.

	Kaspersky Blog
	A cybersecurity blog publishing daily articles on different aspects of data protection, online safety, and fraud.

	Sale Systems Blog
	Articles and guides on responsible internet choices, current terminology, and network security.
	MODULE 5


	Module 5
	Content Personalization and Algorithms

	Introduction
	Every time you unlock your phone, an invisible editor
	an algorithm
	reshapes your digital world in real-time.
	Whether it's TikTok, Spotify, or online shopping, matchmaking robots analyze your habits with one goal:

	to hook your attention.
	While hyper-personalization is convenient, it slowly

	traps you in filter bubbles
	of repeating opinions.

	It's time to look under the hood and reclaim control over your feed!
	Do you see the real world on the internet, or just what your own algorithm has chosen for you?
	Module 5
	Content Personalization and Algorithms


	Key Learning Objectives
	WHY
	It is important
	Algorithms secretly decide what you see, buy, and what you think about every day.
	Tailored content saves you time, but it traps you in a bubble where you lose critical thinking.
	Online behaviour shapes the recommendations you receive and the information you trust.
	Understanding algorithmic risks helps you make more informed and independent decisions online.


	WHAT
	You will learn
	Understand the business purpose of recommender systems and the mechanisms they use to hook you.
	Recognize how social media categorize you and how to break out of those boxes.
	Learn how your behaviour influence algorithms and how to build healthier digital habits.
	Recognize filter bubbles, algorithmic bias, and misinformation, and apply practical strategies to take control.

	Module 5
	Content Personalization and Algorithms


	Challenge
	CHALLENGE YOUR FREE WILL!
	You must learn to distinguish useful recommendations from strictly manipulative design, bringing critical thinking back into the driver's seat.
	Your challenge is to understand that although you feel you have free will online, invisible systems have long been guiding your choices.


	Module 5
	Content Personalization and Algorithms

	Content of the Module
	Two Filtering Methods
	How do networks serve you content?
	Collaborative filtering recommends items based on user similarities.
	Content-based filtering recommends items by matching item features with your past clicks.

	Module 5
	Content Personalization and Algorithms

	Content of the Module
	Invisible Data Collection
	The algorithm doesn't need you to give a post
	explicit data.
	It is much more interested in your unconscious actions
	implicit data.
	how slowly you scroll through photos, what you pause at, and what videos you let play to the end.

	Module 5
	Content Personalization and Algorithms

	Content of the Module
	Filter Bubbles
	By constantly sending you only what you enjoy and agree with, algorithms
	separate you from the rest of the world and differing opinions.
	They lock you in a safe but ignorant bubble that only reinforces your prejudices.


	Module 5
	Content Personalization and Algorithms

	Content of the Module
	Algorithmic Bias &
	Fake News
	Algorithms have no morality, they only want engagement. They have found that
	extreme, shocking, or negative
	news and hoaxes keep people furious at the screen the longest, which is why they actively push them (so-called bias).


	Module 5
	Content Personalization and Algorithms

	Call for Action
	My Algorithm Feed
	Open               review 5 randomly recommended videos.
	Identify patterns in your behaviour that influenced the algorithm and analyze manipulative elements.
	Emotional Language                Words designed to provoke feelings instead of facts.
	Lack of Sources          Missing links, expert quotes, or evidence.
	Clickbait Elements                   Sensationalized headlines pure designed to farm attention.

	Module 5
	Content Personalization and Algorithms

	Call for Action
	Collaborative vs. Content-Based Filtering
	Next time you are on Netflix or Amazon, analyze your recommendations.
	Which recommendations are based on
	what similar users watched
	collaborative,
	the characteristics of the items you clicked
	content-based?

	Think about which system traps you in a bubble faster.

	Module 5
	Content Personalization and Algorithms

	Call for Action
	Break Your Bubble
	Start intentionally confusing the algorithm!
	Deliberately follow creators or politicians with completely opposite opinions to yours.
	Go to your app settings and clear your watch and search history.
	The algorithm will lose your trail and start building your profile from scratch.

	Module 5
	Content Personalization and Algorithms

	Additional Resources
	Scan or click to explore more!
	TED Talk: Eli Pariser - Beware online filter bubbles
	A great hub loaded with tools, insights, and resources to help you build a healthier, more intentional relationship with your screens.

	New America - Algorithmic Recommendation Systems
	Detailed breakdowns of how recommendation systems on YouTube, Netflix, and Amazon evaluate your data to customize information.

	UOC Article on Personalization
	A deeper Spanish article exploring the psychological and technical mechanics of algorithmic personalization and its impact on users.
	MODULE 6


	Module 6
	Digital Footprint and Privacy Management

	Introduction
	Every click,
	photo,
	comment,
	or shared link
	on the internet leaves an indelible mark behind you.
	This digital footprint creates a detailed profile of you, which your friends, teachers, and one day your future employers use to form an impression of you.
	Even the smallest online decision today will stick with you in the future.
	Do you know the story the internet is telling your future employers about you?
	Module 6
	Digital Footprint and Privacy Management


	Key Learning Objectives
	WHY
	It is important
	Every decision on the network leaves a lifelong trace that can shape or destroy your career.
	Privacy is not just    in an app; it is about knowing who is watching you.
	Thinking you're perfectly safe online is your greatest risk.
	The internet doesn't just store data; it shapes your global identity.
	Knowing how to stop before every single click is your best lifelong defense.


	WHAT
	You will learn
	Master your digital     and control your online story.
	Learn how and why platforms collect, use, and monetize your personal data.
	See the gap between your perceived and actual real safety on the networks.
	Learn how to actively manage, shape, and protect your digital identity and reputation.
	Build the habit of sharing content more wisely and safely.

	Module 6
	Digital Footprint and Privacy Management


	Challenge
	MATERIALIZE YOUR INVISIBLE IDENTITY!
	You will have to look at what you do on the network, reflect on your past, and come to terms with the harsh reality—namely that what seems to be your closed and absolute privacy is mostly not under your control at all.
	Your challenge is the materialization of your otherwise invisible digital identity.


	Module 6
	Digital Footprint and Privacy Management

	Content of the Module
	Active vs. Passive Footprint
	Your footprint is not just the photos and messages you intentionally upload
	active footprint.
	A huge part are data that platforms secretly collect about you in the background (tracking cookies, search history, location)
	passive footprint.

	Module 6
	Digital Footprint and Privacy Management

	Content of the Module
	The Illusion of Absolute Privacy
	No account or chat is
	100% private.
	Networks are fundamentally designed to prioritize visibility over privacy. Even from a locked profile, anyone can take a screenshot and pass your secret on forever.


	Module 6
	Digital Footprint and Privacy Management

	Content of the Module
	Building Your Digital Reputation
	The internet doesn't forget.
	Your online behaviour is not just built by your photos, but also by whose comments you like, what accounts you follow, and what you are tagged in.
	This public record is studied by universities and employers.


	Module 6
	Digital Footprint and Privacy Management

	Content of the Module
	Digital Ecology
	Hoarding thousands of failed photos in the cloud or nonstop video streaming
	crushes the planet with its carbon load.
	By deleting old data, you

	protect the ecology
	while extending the battery life and speed of your own device.


	Module 6
	Digital Footprint and Privacy Management

	Call for Action
	Think Before You Share
	Think of an edgy photo or angry comment you want to post right now, and hold back.
	Ask yourself
	Will I find this okay in 5 years?
	Could a stranger take this out of context and turn it against me?
	Does it reveal personal info?


	Module 6
	Digital Footprint and Privacy Management

	Call for Action
	Think Before You Share
	Type your first and last name into Google (put it in quotes, e.g., "John Doe").
	What photo or article appears first?
	Does it represent how you want to be seen by a future employer?
	If it’s an old embarrassment, try to delete the account or ask the web administrator to take it down.

	Module 6
	Digital Footprint and Privacy Management

	Call for Action
	Real Privacy Check
	Stop trusting default settings!
	Go directly into the settings menu of Instagram and TikTok.
	Critically check
	Who can see my posts?
	Who is allowed to tag me?
	Who can reply to my stories?
	Pull the brake and limit these permissions only to real-life friends.


	Module 6
	Digital Footprint and Privacy Management

	Call for Action
	Green Footprint
	Take action today to reduce your carbon footprint and boost your phone's speed!
	Delete at least 1 GB of useless emails, duplicate cloud photos, or unused apps.
	It instantly reduces server energy consumption and improves your device's battery life.


	Module 6
	Digital Footprint and Privacy Management

	Additional Resources
	Scan or click to explore more!
	Google Safety Center
	Google’s transparent guide on exactly what information they collect about you, where it goes, and how you can wipe it out.

	EU Better Internet for Kids
	A massive European hub loaded with educational resources, videos, and articles on digital identity and online safety for youth.

	SeguraNet (PT)
	A Portuguese national platform full of practical guides, campaigns, and tips on managing your online privacy and footprint.

	Think Before You Share
	Search on YouTube for “Think Before You Share” to find short videos visually explaining the long-term destruction that one hasty photo can cause.
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